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 On an iPad running iOS 10.2.1, the attacker only needs to have the device unlocked. At no point does the attack rely on the vulnerability in iOS 10.1.1. Apple patched the critical vulnerability in iOS 10.2.1, released on Sept. 25. The exploit takes advantage of a vulnerability that could allow users to execute arbitrary code on an iPad running iOS 10.1.1. Apple patched the exploit in iOS 10.2.1, released
Sept. 25. iPad security researchers at Check Point confirmed that they had used the flaw to create a proof of concept exploit. The researchers said the vulnerability is a medium severity issue, and that exploiting it successfully requires physical access to the device. If the exploit is successful, the attacker gains the ability to bypass Activation Lock. Unlike with Apple's latest iPhones and its own iPada

tablets, Activation Lock on the iPad was designed to prevent users from switching to new devices until the old one is disabled, essentially trapping the iPad on a single device. From there, it's a simple process to overwrite the Activation Lock with a new value, allowing a thief to sell the device on eBay or online marketplace site sites for profit, according to the researchers. "Activation Lock can be
easily bypassed using a malicious email from a known address, and all that is required is a physical connection to the iPad," the researchers wrote in a blog post published Monday. "The attacker does not need to have any access to the device itself, as we only had physical access to the system and were able to execute the exploit. With this small change to Activation Lock, the 'Only I can unlock this

device' feature that was designed to safeguard a user's device has been completely circumvented." According to the researchers, they came up with the exploit in response to Apple's decision to not patch the bug in its latest operating system update. "We feel that Apple should update their Activation Lock feature for devices that don't use a passcode," the researchers wrote. "People are still holding onto
devices that don't have a passcode, so this kind of exploit still poses a threat." A flaw in iOS 10.1.1, which was released in the fall of 2014, was used to allow users to circumvent Activation Lock, the researchers said. Apple's latest update to iOS, iOS 10.2.1, includes changes that make it difficult 82157476af
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